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As computers are more and more interconnected, the problem 
of keeping them secure becomes more and more complex

… but what does security mean, in this field?

 The C.I.A. Paradigm
 Confidentiality (my data are unknown to others, if they are 

not authorized to access them)
 Integrity (data remain the same if I don't change them)
 Availability (if I am authorized to access some data, they 

are accessible in a convenient format and in a reasonable 
time)
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 The main concepts of the C.I.A. paradigm are strongly 
connected with the following ones:
 Identification (who do you say you are?)
 Authentication (how do I know it is really you?)
 Authorization (what are you allowed to do?)
 Accountability (who did what?)

3



I
Facoltà 
di scienze della
comunicazione

Università
della
Svizzera
italiana … what does it mean?

 How can we translate these concept into real life terms?
 Confidentiality

 my email account is safe, nobody else can read it
 Integrity

 my blog is safe, no unauthorized people can delete my 
posts

 Availability
 I can always connect to the services I rely on for my 

work or my leisure time
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 The purpose of this lesson is to show you how much we are 
(not) secure
 … of course, I will depict things in a slightly negative way, 

however…  
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 Play with your own SMTP email server

 … and learn to understand who actually sent you an email 
(hint: do not trust the “From” field ;-))
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 Always choose encrypted channels when possible, otherwise...
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 A rather old, but still valid technique (see here and here)

 Avoid mistakes such as:

… as the result might be:
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 Do not trust your code to be secure just because it is 
compiled.
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 … from the examples we have seen we can learn some 
important lessons:
 there is no “out of the box” secure solution, as security 

depends on many different factors
 “security by obscurity” is NOT security
 most of the times, security is just related to knowing 

(well!) how things work. The more you know the more 
chances you have to make your system secure... or at 
least know what you risk!
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 Tools used for this lesson:
 Wireshark: http://www.wireshark.org/ 
 OllyDBG: http://www.ollydbg.de/ 
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